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2025 

CYBER SECURITY OUTLOOK



SECURE NETWORK-WHO WE ARE...

PROFESSIONAL WHITE HAT HACKERS
TESTING NETWORK SECURITY

RESPOND TO SECURITY INCIDENTS
AKA:COMPANIES WHO WERE HACKED



MORE NATION STATE 
SPONSORED

THREAT ACTORS 
 



WHO ARE THE HACKERS
THE ADVANCED PERSISTENT THREAT

HACKTIVISTS / ANARCHISTS

FOREIGN NATIONALS

ORGANIZED CYBER CRIMINALS REvilDARk$ide

Carbon Spyder



TENSIONS WITH CHINA
HAFNIUM

DEEP PANDA

GOVERNMENT &  

INFRASTRUCTURE

TA428

GOVERNMENT & 

BUSINESSES

BRONZE STAR LIGHT

ANYONE

VOLT TYPHOON

ANYONE
Xi Jinping



TENSIONS WITH NORTH KOREA

LAZARUS

GOVERNMENT 

INFRASTRUCTURE

FINANCIAL SERVICES

HI-TECH

ANYONE

ANYTHING

TEMP/HERMIT

FINANCIAL SERVICES

KIMSUKY

FINANCIAL SERVICES

Kim Jong Un



TENSIONS WITH IRAN

ILLUSIVE

GOVERNMENT DEFENSE 

CONTRACTORS

CHARMING KITTEN

GOVERNMENT

HANDALA

ANYONE

POLONIUM

ANYONEEbrahim Raisi



#1 THREAT ACTOR COUNTRY 
RUSSIA

 



GEOPOLITICAL ISSUES

30+ COUNTRIES IMPOSED 
RUSSIAN SANCTIONS

GLOBAL FINANCIAL PLAYERS
CUT OFF RUSSIAN ACCESS

TENSIONS WITH RUSSIA



HACK

ANYONE

FOR 

PROFIT

RUSSIAN APT’S GROWING FANCY BEAR

COZY BEAR

BERSERK

CONTI

CLOP

VENOMOUS BEAR

SANDWORM

FIN7

LIST GETS BIGGER



PUTINS CYBER PLAN

INCREASE IN THREAT ACTOR GROUPS

TARGETING VERTICAL MARKETS
LOGISTICS

FOOD INDUSTRY

PETROLEUM COMPANIES

ANYTHING ESSENTIAL

NO SIZE RESTRICTIONS ON VICTIMS
LARGE 
MEDIUM 
SMALL



HACKING 
VS 

PROTECTING
 



COST TO ATTACK DECREASES

COST TO PROTECT INCREASES



THREAT ACTORS 
EXPANDING



10-30%

FRANCHISED HACKERS



FREELANCE SERVICES



DARKMARKET TOOLS



DARKMARKET DATA



SOFTWARE AS A SERVICE



YOUR EMAIL

RANSOM NOTE & 
VICTIM DETAILS 

RANSOM AMOUNT
+ PAYMENT DETAILS

OS TARGETED MALWARE
& FILE TYPE

RANSOM AS A SERVICE



RANSOM AS A SERVICE



DARK AI



DARK AI AS A SERVICE



DARK AI AS A SERVICE



DARK AI AS A SERVICE



PHISHING AS A SERVICE



ACCESS BROKERS



ACCESS BROKER SERVICES



BAD GUYS ARE 
GETTING BOLDER





DARKMARKET TOOLS



DARKMARKET TOOLS



PATHFINDER RAT



PATHFINDER RAT



PATHFINDER RAT



SPEAKING ENGLISH 
&

USING ARTIFICIAL 
INTELLIGENCE

 



MGM RECENT HACK

34 BILLION DOLLAR COMPANY

TOP NOTCH SECURITY TEAM

CYBER BUDGET IN THE MILLIONSSCATTERED 
SPYDER



THREAT ACTORS QUICKLY LEARN 



MGM RECENT HACK

DOOR SYSTEM SHUTDOWN

EST LOSS $1 MIL PER HOUR

NO GAMING PAYOUTS

MOST SYSTEMS DOWN

NO FOOD SERVICES

NO CHECK IN OR CHECK OUT



MGM RECENT HACK

10 MINUTE PHONE CALL 

LINKEDIN PROFILE OF MGM EMP



AI VISHING ENGINE



MAKING 
VICTIMS OF 

VICTIMS
 



GAME CHANGER EXPLOIT

THREAT ACTORS BECOME PRODUCTIVE



FILES MOVED SECURLY

TO AND FROM COMPANY 
A TO B


COMPANY B

COMPANY A



TO AND FROM COMPANY 
A TO B



MOVEIT2 EXPLOITED

COMPANY A
COMPANY B



MOVEIT2 EXPLOITED



MOVEIT2 EXPLOITED

EXPONENTIAL PROBLEM



CLOP MADE A STATEMENT



CLOP EXPOSED TONS OF DATA



KIND OF CATCHING 
BAD GUYS



LOCKBIT SITE

LOCKBIT TAKEN DOWN



THREAT ACTORS EXPOSED



THREAT ACTORS EXPOSED



PUBLISHED DECRYPTION KEYS

DIDN’T REALLY HELP



AFFILIATE INFRASTURE DOWN

AFFILIATES INCLUDE OTHER RANSOM GROUPS



CRYPTO CONFISCATED

$100’S OF MILLIONS IN CRYPTO



BACK IN BUSINESS

4 DAYS LATER



BACK IN BUSINESS



BACK IN BUSINESS



The FBI states that my income is over 100 million dollars, 
this is true, I am very happy…

THREAT ACTOR COMMENTS

Regarding the web panel. The FBI got the nicknames but 
not the actual affiliates.



One person from all over the planet deserves praise, the 
one who pentest my site and picked up the right public 
CVE, I wonder how much he was paid, how much was 
his bonus? If less than a million dollars, then come work 
for me, you'll probably make more with me.

THREAT ACTOR COMMENTS

Explains he will remediate and make sure he never 
becomes complacent.



SHUTDOWN AGAIN





BACK UP IN 1 DAY

LOCKBIT SITE



THE BAD GUYS TEST
AND REMEDIATE

Most Businesses Don't



PURPLE TEAM AND TABLETOP

CYBER INSURANCE (MAKE SURE IT'S SUFFICIENT) 

EDUCATE USERS ON SECURITY

WHAT ORGANIZATIONS NEED TO DO
PENTEST (DON’T WASTE TIME WITH JUST SCANNING) 

REMEDIATE THE NETWORK ISSUES 



QUESTIONS?
Jim Ockenden

Security Advisor

315.949.2803 | Office

315.374.6721 | Mobile

jim@securenetworkinc.com 
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