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PHISHING SMISHING
AND VISHING

HOW TO SPOT THE FAKE



ABOUT THIS TRAINING SESSION

IDENTIFYING EMAIL PHISHING THREATS

IDENTIFYING SMS PHISHING THREATS

IDENTIFYING VOICE PHISHING THREATS

HOW MALWARE IS TIED TO THESE THREATS

STEPS TO GOMBAT THE THREATS




INCREASE IN CYBER CRIMES?

ALL START WITR A FORM OF
PHISHING ,VISRING, SMSHING



@ FINANCIAL SCAMS, CONFIDENCE SCHEMES

e EXTORTION & BLACKMAIL

e INTELLECTUAL PROPERTY & DATA THEFT

e RANSOM & EXFILTRATION OF DATA

e REDIRECTION OF FUNDS



" SPEAR PHISHING AS A SERVICE

THREAT AGTORS ARE
AUTOMATING PRISHING
EFFORTS




PHISHING AS A SERVIGE

[




USING DARK Al FOR PRISHING
Ad A SERVICE ©

WormGPT

Al Powered Hacking Tool

Home Pricing FAQ Disetanner Contact Login

WormGPT: The Ultimate Game-changer

Yo, check it out, fam! WormGPT's the real deal, straight outta the hacker's playbook.
Picture this: it's like a turbocharged Al module riding on a 2021 GPT-J engine, making it
spit out text smoother than ChatGPT on a caffeine high.

But here's the kicker: while OpenAl's holding ChatGPT on a leash, WormGPT's out here
u r m running wild and free. No anti-abuse filters, no restrictions—just pure, unadulterated
power. You want it to drop some shady lines or cook up a virus? Done and done.
Now, y'all heard about its knack for crafting BEC attacks, right? But lemme tell ya, that's
.IE|| | F d H k T | just the tip of the iceberg. WormGPT's packing more tricks up its sleeve than you can
DWE rE ac I ﬂg EID shake a USB stick at. Unlimited characters? Check. Memory retention? You got it. And
don't even get me started on its coding chops—it's like having a cyber-savvy ninja in your
back pocket, ready to whip up some malware mayhem.

But here's the real deal: WormGPT ain't conjuring up anything more mind-bending than a
skilled hacker could dream up. Nah, the real power lies in its simplicity and speed. It's like
the ultimate hack tool, leveling the playing field so anyone with an internet connection can
dive in headfirst.

So, buckle up, folks. With WormGPT on the scene, things are about to get real interesting,
real fast.

Become God

xmvadtp7zgzxmdm...



THE SIMPLE HACKS

PHISHING ,VISRING, SMSHING
i GETTING YOU T0O CLICK.



EMAIL CREDENTIAL PHISHING
HOW TO SPOT THE FAKE




SPEAR PHISHING ATTACK VECTOR

¥ Spedal offer from... - Message (HTML) -
E Edit View |[Insert Format Tools Actions Help

&Reply | (=@ Reply to All | () Forward | &3 \ AN ART X 94N

From:  support@?22222.com () Sent: Thu 1/15/2024 12:14PM
To: Pat Smith

Cc:

Subject: Special offer from 222727?.

Attachments: =) special offer.exe (3 KB) 0

Dear User 0

We've tried to contact yvou several times and to this date. have not heard back from

you. If we do not hear back from you within 24 hours, YOUR ACCOUNT WILL BE
DISABLED. o

Click here to access you acount 9

e alnla
F e

http://www

com/cgi-bin/account?update 0

© 2024 Gogo LLC. All rights reserved. All trademarks are the property of their respective owners.
111 N Canal St | Chicago, IL 60606 | USA




SPEAR PHISHING ATTACK VECTOR

¥ Special offer from... - Message (HTML)

File Edit View Insert Format Tools Actions Help

Who Is Sending This?
&Reply | (=8Reply to Al = |

From: support@?????.com “ Sent: Thu 1/15/2024 12:14PM
To: Pat Smith

Cc:

Subject: Special offer from 22?72,

Attachments: _, special offer.exe (3 KB) u

.rUS.ra

We've tried to contact you several times and to this date, have not heard back from
you. If we do not hear back from you within 24 hours, YOUR ACCOUNT WILL BE
DISABLED. o

e alalals

Click here to access you acount U
http i-bi i

SUPPORT@ACME.COM SUPPORT@ACNNE.COM




SPEAR PHISHING ATTACK VECTOR

B Special offer from... - Message (HTML) . , If Not Sure. DO NOT

Format

Open Attachment!
¥ - A

From:  suppori@??222.com g Sent: Thu 1/15/2024 12:14 PV
To: Pat Smith

Cc:

Subject: Special offer from 22?72,

Attachments: _, special offer.exe (3 KB) Q

ar User u

tried to contact you several times and to this date. have not heard back from

we do not hear back from you within 24 hours, YOUR ACCOUNT WILL BE
DISABLED. 0

Click here to access you acount
\ 77 /cqi-bin!

N
@ ANY FILE FORMAT



EMAIL PRISHING

AND HOW MALWARE
PLAYS A PART




MALWARE-KNOWN Va. ZERO DAY

@IDUIDIUUUIUIUDI 100101000

MATCHES SIGNATURE = SOL SLAMMER
ANTIVIRUS BLOCKS & PROTECTS YOU



MALWARE-KNOWN Va. ZERO DAY

@ nuummmumun@ | 4

NO SIGNATURE = ZERD DAY
ANTIVIRUS DOES NOT PROTECT YOU



MALWARE-ROW IS IT DEPLOYED

’:@?\‘ EMAIL ATTACHMENTS, EMBEDDED LINKS & MACROS

O,

®

@

e  WEBSITE DRIVE BY DOWNLOAD

DEPLOYED WITH SOCIAL MEDIA & NETWORKING

EMBEDDED IN HARDWARE DEVICES (.. USEB)

@ SOCIAL ENGINEERING
VULNERABLE SYSTEMS



EMAIL PRISHING

LURING YOU TO AN EVIL TWIN
WEBSITE




SPEAR PHISHING ATTACK VECTOR

¥ Spedcial offer from... - Message (HTML) B - 0| x|

File Edit View Insert Format Tools Actions Help

&Reply | (z8Reply to Al | {5 Forward | 5§ " B3 X | ere AN

From: support@?????.com “ Sent: Thu 1/15/2024 12:14PM

To: Pat Smith

Cc:

Subject: Special offer from 22?72, They Threaten You To

) : Do Something
Attachments: |=) special offer.exe (3 KB) u

Dear User 0

We've tried to contact you seycca™®S and to this date, have not heard back from
you. If we do not hearfiack from you within 24 hours, YOUR ACCOUNT WILL BE
DISABLED. o

e alalals

Click here to access you acount U

htt

DON'T BE INTIMIDATED




SPEAR PHISHING ATTACK VECTOR

¥ Spedcial offer from... - Message (HTML) B - 0| x|
File Edit View Insert Format Tools Actions Help They Instruct You To Do
&Reply | izgiReply to All | (g Forward = | AN -’j >( L v~ N 3 Something?

From: support@?????.com “ Sent: Thu 1/15/2024 12:14PM
To: Pat Smith

Cc:

Subject: Special offer from 22?72,

Attachments: (=) special offer.exe (3 KB) 0 Hover Over The Link..
http://mal+hak-vctm-S.br

tried to contact you several times and to thig«##te. have not heard back from
we do not hear back from you within 244f0urs, YOUR ACCOUNT WILL B

Click here to access you acount U
http 2777 com/cgi-bin‘account’

MOUSE HOVERING




LURED TO EVIL TWIN WEBSITES

@ Online Banking, Mortgages, Pers X +

< C @ update-citicom/Citibank-Security-Link/ % 6

Open an Account Espaiol

citi
Credit Cards Banking Lending Linvestiong  Citigold NOTICE THE DASH IN
THE DOMAIN
UPDATE-CITI.COM

Sign On

User ID
password

Remember My User ID

Forgot User ID/Password?
Ingresar en Espariol




LURED TO EVIL TWIN WEBS| ‘gee

DOWNLOAD
@ Online Banking, Mortgages, Per= X 4 THIS FILE

< C @ update-citicom/Citibank-Security-Link/

cit

Credit Cards Banking Lending Linvestiong  Citigold ®

p \ TROUBLE
THE GOAL IS LOGGING IN?
TO COLLECT \

CREDENTIALS - N

J

HOW CAN |
HELP YOU?

Remember My User ID \

Forgot User ID/Password?

Ingresar en Espariol




LHECKING EVIL TWIN WEBSITES

&) New Tab X +

C  Q Search Google or type a URL

& High Risk Website Blocked: http: X -+

& C A Notsecure | update-citicom gl * ¢ » 0O 2

e High Risk Website Blocked: http: X ‘Whois update-citi.com

<« C & whois.com/whois/update-citi.com

Get a FREE .FOUNDATION or .GIVES with any domain purchase

DOMAINS 'WEBSITE CLOUD HOSTING SERVERS EMAIL SECURITY WHOIS

u pdate-citi.com pdstec Lsscondaze ) |nterested in similar domains?

http : //update'c Domain Information updatesciti.com

update-citi.com

0 K oU secur . ne, access IS WCKE CYNADOT, LLC

Hacking.

170.ns1 above com
170.ns2.above.com

Registrant Contact

rnadot. com/domain/contact-request?
domain=update-citi.com




SPEAR PHISHING ATTACK VECTOR

¥ Special offer from... - Message (HTML)

File Edit View Insert Format Tools Actions Help

&Reply | (z8Reply to Al | {5 Forward | 5§ " B3 X | ere AN

From: support@?????.com “ Sent: Thu 1/15/2024 12:14PM
To: Pat Smith

Cc:

Subject: Special offer from 22?72,

Attachments: _, special offer.exe (3 KB) u
Dear

We've tried to contact you several times and to this date, have not heard back from
do not hear back from you within 24 hours, YOUR ACCOUNT WILL BE

Click here to access you acount U

e s ols
¢

DISTORTED OR INCORRECT LOGO




SPEAR PRISHING ATTACK VELTOR

B Spedal offer from... - Hmage[l'lﬂ-l.] .

Edit View [nsert Format

From: suwm@?????.cumc Sent: Thu 1/15/2024 12:14PM
To: Pat Smith

Cc

Subject: Special offer from 77777,

Attachments: |-| special offer.exe (3 KB) e

Cear User a

We've tned to contact you sey ﬂra[ t1mn=; and to this date, have not heard back from

you. If we do not hear back from you within 24 hours, YOUR ACCOUNT WILL BE OUTSIDE GOGOAIR NETWORK
DISABLED. (4]

OUTSIDE NETWORK




UR CODE PRISHING THREAT

= T L B~ ¥ RESecurenetworknc Team Imponant Revi. m - 0O X

[ Share to Teams

| MultiFactor 2ZFA Setup =~IMPORTANT™

MASA@7TH-ARTS.COM

Two-Factor Authentication Sign Up

Microsall Account 2FA Auihemticator Sefup

[ "orlins oo, vk i bat g, ekl Pl b ol ity el et an ool June 33, FI21
Chaic by woan the Balow O Coxde with your phor CETHTE Li wl 6 8 15 o leilod sller kol bl o § i

GOES TO GOOGLE
AUTHENTICATOR?

Please scan this QR code with your Google Authenticator or TOTP app and then
enter the verification code that appears.

GOES TO IPFS.IO

Verificatio
Two-Factor Code Duration

‘ Require code every login -

Back Next

Brthrs wvaiily @ bl eernly = Ehis T Oy o o ol i b b o

STEALING CREDENTIALS




 SMS PHISHING = SMISHING

THE THREATS OF A
NEFARIOUS TEXT MESSAGE




STOLEN DATA ON DARKWEB

si= Toolbox Cloud Browser

% Dark Leak Market x FrEE.h LE-'ﬁk.fl
w R

OCTOBER, 2 | PRICE: $200 Fresh Leaks

DD DDC Data Leak

ouroemascsceir | YN A, Diagnostics Center (DDC), an Ohio-based DMNA testing company, has disclosed 2,102,436 persons data

17678 VIEWS /0 SOLD
OCTOBER, 2 | PRICE: $500

Syniverse Data Leak

syniverse.
carriers like AT&T and many more rely on its

Syniverse is a major telecommunication company, almost all mobile

network
17991 VIEWS / 1 SOLD
OCTOBER, 2021 | PRICE: $550
.1 Epik Domain registrar and web host
epl ( The breach includes a huge volume of ¢ ot just of Epik customers, but also OIS records belonging to
individt and organisations who were not Epik customers.

17926 VIEWS / 1 SOLD

| PRICE: 5500
Gigabyte Data Leak
internal company information from abyte, along with private dat

GIGABYTE

27511 VIEWS / 4 50

! PRICE: 5800

TOR Browser : en-US,en Timezone: Americ




SMISHING AKA: SMS PRISHING

([ e A ~ -

O

NEVER REPLY
DELETE OR BLOGK CALLER




SMISHING AKA: SMS PHISHING

, \ Walmart

FaceTime Add Contact

Apr 17,2012 409
Dear Walmart shopper, FaceTime Add Contact
Congratulations you have
just won a $1000 Walmart
Gift Card. Click here to
claim your gift.

ite,

Username

LR : Dear Walmart shopper,
Congratulations you have

[
|
just won a $1000 Walmart i

Gift Card. Click here to Password
claim your gift.
www.WmartVIPsite.com
) (STOP2end)
C) Fc Pas o) ?
\ J

NEVER CLICK ON THE LINK X




DARKWEB SMa PHISHING APPS

® & wallstyizjhkrvmj.onion/offer/4453

Wall*' Market | »¢

In fO bitcoin ‘& MONERO
* Add to favorites

BankOfAmerica 0}/ Vendor: eucarder (2441) k- (4.63 Amount

@ Any questions about the offer? 1

T Digital goods

< Multisig Escrow

BANK OF AMERICA BUSSINES MOBILE EXPLOIT

@ Description [ Refund polic Vendor information
THIS METHOD WORKS ONLY WITH BUSINESS BANK ACCOUNTS, REGULAR ACCOUNTS WILL ONLY CLEAR AROUND $2000

This method will help you to finish off and get the most out of your old or new bank drops, its best to avoid any type of ACH.

Details Rating

Quantity in stock 99 Piece Communication
Minimum amount per order: 1 Piece Quality
Maximum amount per order: 1 Piece

Already sold: < 10 Piece

Category: Software & Malware - Exploits

Views: > 2900

Prices
Amount Price Bitcoin Monero

1 $16.00/Piece 0.00403 BTC/Piece 0.30616 XMR/Piece




SMISHING AKA: SMS PHISHING

Wall*' Market | » o

BankofAmerica <>~

< Multisig Escrow

BANK OF AMERICA BUSSINES MOBILE EXPLOIT

THIS METHOD WORKS ONLY WITH BUSINESS BANK ACCOUNTS, REGULAR ACCOUNTS WILL ONLY CLEAR ARO!

This method will help you to finish off and get the most out of your old or new bank drops, its best to avoid any

Details Rating

Quantity in stock 99 Piece Communication
Minimum amount per order: 1 Piece Quality

Maximum amount per order: 1 Piece
Already sold: < 10 Piece
: Software & Malware - Exploits

Prices

Amount Bitcoin Monero

1 XMR/H

-
7
BANK OFAMERICA

Username

Password

Don’t have an account? Register Here

Bank of Moscow

Username

Password

Don’t have an account? Register Here




* VOICE PHISHING = VISHING

THE THREATS OF A
NEFARIOUS PHONE CALL




VOICE PHISHING OR VISHING




VOICE PHISHING USING DARK Al

Generate Al Voices

text up to

Language

Us) Audio controls
EEngliah (USs) » controls (2T

pead| |Tone| |Velume

Voice

[Standard, Female] Salli




VOICE PHISHING OR VISHING

Unknown

cccccc

)\

NEVER DISGUSS ANYTHING
JUST HANG LIP

WE NEVER CALL
ANYBODY




PROTECTING YOURSELF




NEWS PROVIDES HACKING CONTENT

C\N  Jfeox [nplF
 SOCIETAL VULNERABILITIES
 PAY ATTENTION TO DETAILS




SLOW DOWN AND READ THE FINE
PRINT

HOVER OVER THE LINKS

DO NOT REPLY TO UNKNOWN SMsS
TEXT MESSAGES

DO NOT TALK TO SCAMMER



EXAMINE EMAILS FOR
HUESTIONABLE CHARECTERISTIGS

EMAIL SCAMS ARE GETTING MORE
SOPHISTICATED. EXAMINE CLOSELY

LONSIDER YOUR PHONE AN
EXTENSION OF YOUR COMPUTER



ALWAYS CONTACT INFORMATION

TECHNOLOGY IF YOU QUESTION
SOMETHING



UUESTIONS?

Jim Ockenden
Security Advisor
315.949.2803 | Office

319.374.6721 | Mabile
jim@securenetworkinc.com



	Slide 1
	Slide 2
	Slide 3: ABOUT THIS TRAINING SESSION
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42

