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The screenshaots on the following slides are actual
examples of information that was stolen from
organizations and made public and have been posted

on the Dark Web.
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RansomHub

mi.edu

Current Size:  1.05TB (as of Dec 20, 2024, 5:00 AM)

datasize.png 4.53 KB

Gakuen 568k Wire loan.pdf 164.15 KB

IMO Inv 519-LA-MI-815.pdf 817.35 KB

Invoice 181_88.25.22 Deposit.pdf 1.42 MB
Invoice 181_88.25.22 . pdf 2.63 MB

Invoice 1816.pdf 24.23 KB

STATEMENT TFC.pdf 17.41 KB
SoCalGas_1622_831722.pdf 966.83 KB

State of Information.pdf 166.53 KB
Sublease1527 McCadden - Good Seed.pdf 4.91 MB

Toyota Sienna Title Transfer.pdf 1.53 MB

[pterpretive Association.pdf 303.69 KB

X RansomH X

Home/ About/ Contact/

Disclosed Links:

xeuvsbpoflczn5isSkbynb5Srupmidb5z
uzabgaq22uqgsdp3jvkikcigd.onion/m
i.edu.tar.gz
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INC Ransom Blog / Disclosures / 6789a41f038775d378af550c

R News Washin =
gton Gastroenterology ] s .
' (DHSWA.NET) = ® Kilgore College (kilgore.edu)
# Disclosures | o ® 6473 Revenue: 5M$
F Report Kilgore College (Kilgore.edu) - @ : iy e ; :
DEDIEOLERENCEOIC:ECH == Kilgore Economic Development Corporation is an organization founded in 1990 and funded by a dedicated sales tax
ER ® 6000 approved by voters. The mission of KEDC is to enhance a business climate that is conducive to job creation and retention

improving the standard of living for Kilgore residents.
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INC Ransom Blog / News

R News | ® Attention

We had technical issues with TOR Mirrors, so our services weren't available.

# Disclosures Problem is fixed, refresh the pages to access it.

F Report
@ NHS (press update)

After the first post on our blog, we contacted the NHS administration for a month by phone and email urging them to negotiate. In response, we received laughter and statements that they
didn't care if we published. Moreover, we contacted the cyber police and received rudeness from these law enforcement officers. And now they're trying to present it like this: Julie White,
chief executive of NHS Dumfries and Galloway, said: “This is an utterly abhorrent criminal act by cyber criminals who had threatened to release more data”.
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BLACK SUIT

Search

Grandview School District

The Grandview School District, with families and the community, will put students first by providing a high-quality education. GSD
will nurture and empower each student to reach their full potential. We commit to empower each student to reach their full potential by
jcultivating una cultura de success! The Grandview School District consists of three elementary schools, one middle school, one high
school, and a contract learning center.

The organization refused to take responsibility for the personal files of employees, students, children. You can study all the information
at the link, for any further implementation.
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marysville.kl2.oh.us 121 GB

Industry Education

Employees 550

Revenue §23.4 Million

Headquarters 800 Amrine Mill Rd, Marysville, Ohio, 43040, United States
Phone Number (937) 642-0010

Contacts

Thomas Powers

IT Director

Tom. Powers@mevsd. us

Tom Powers Tech Tech Coach 614-332-9861

Mike White
Business Business Director 937-578-6110
mike.white@mevsd.us

Chris Deis
Tech Tech Director 614-753-51086 O0R 937-578-6100
ckdeis@mevsd.us

Jeffrey Wargo

jeff.wargo@mevsd.us

Maintenance 8600 644-8123 Jeff Wargo 8602

Jeff Wargo Maint Maint Director 6175 937-243-0210
Jeff Wargo Cell 243-0210 Home 642-5832

https://www.zoominfo.com/c/marysville-high-school/344966912
https://www.linkedin.com/company/marysville-public-schools

Y:\3.marysville.kl2.oh.us
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4 auctions online 160 Campanies

o
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Documents (part 1) Documents (part 2) Documents (part 3) Data Catalog: 1,2 Th, 1 632 716 Files

100%
All files was uploaded to public access, data hunters, enjoy

More

I@ Rutherford County Schools

Rutherford County Schools is a school district based in Murfreesboro, Tennessee, United States.

Documents (part 1) Documents (part 2) Data Catalog: 1,2 Tb, 977 162 Files

60%
Not sold data was uploaded, data hunters, enjoy

More

Gfnack Matlock Security Services

With over 30 years of experience, Matlock Security has been protecting business throughout the Tulsa
metro area.

Documents Data Catalog: 95 Gb, 76 929 Files

50%
Not sold data was uploaded, data hunters, enjoy

More
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Rutherford County Schools X

Rutherford County Schools

Rutherford County Schools is a school district based in Murfreesboro, Tennessee,
United States.

Documents (part 1) Documents (part 2) Data Catalog: 1,2 Tb, 977 162 Files

, 60% .
Not sold data was uploaded, data hunters, enjoy
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Vermilion Parish School System X

Vermilion Parish School System

P

Vermilion Parish School Board is a school district headquartered in Abbeville, Louisiana,
United States. It was established in 1876.

Documents (part 1) Documents (part 2) Documents (part 3) Documents (part 4) Data
Catalog: 4,1 Tb, 1 816 803 Files

100%
All files was uploaded to public access, data hunters, enjoy
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De La Salle High School
(dlshs.org)

Fri, January 24, 2025

De La Salle High School was founded in 1965 in the Catholic, Lasallian

tradition of the Christian Brothers.

Revenue: $32,400,000.

Data: 20 GB

Categories of files found:

Customer and employee contacts
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Urswick
School

@ DEL Packaging, LTD.

01/28/2025 10:54:00 pm 01/20/2025 07:49:00 pm
PUBLISHED PUBLISHED
delpackaging.com\USA\272gb\ theurswickschool.co.uk\UK\98gb\
DEL Packaginc The Urswick School
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S

7rl'ierswick
School

theurswickschool.co.uk\UK\98gb\
Our school offers 150 places in Years 7 to 11 and has a highly successful Sixth Form. In September 2011 we re-named the school in honour of our
Founder Christopher Urswick. We are proud of our history and continue to provide education consistent with Christian teaching. Our Mission Statement

‘Believe and Achieve' promotes our high aspirations for all our learners of whatever background or faith. We are a Christian school not just a school for

Christians.

website: www.theurswickschool.co.uk
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Rules
Guidelines for Responding to Data Exfiltration and Extortion Demands Understanding the Situation

Data Exfiltration and Investigation:

We have conducted a thorough investigation of your network and downloaded all confidential, private, proprietary, legal, financial, and
compromising information belonging to you, your customers, and employees, including databases and all valuable documents. This action
highlights the insecurity of your infrastructure.

Demand for Payment:
We are demanding payment in exchange for the secure deletion of the exfiltrated data and to prevent its public exposure.

Steps to Restore Normal Operations and Protect Your Data
Initiating Negotiations:

Contact us using the contact details left in the notes inside your network.
In your initial message, include the name of your domain and the names of three random servers from your network to verify your identity as a
company representative.

Proof of Exfiltrated Data:

We will provide you with a list of the exfiltrated files.
You can select 5 files from the list that do not contain critical information, and we will send them to you as proof.




Juestions?

Jim Ockenden

Security Advisor

312.949.2803 | Office
312.374.6721 | Mobile

jim@securenetworkinc.com
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